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MOVING UP TO SECONDARY SCHOOL

Ofcom’s 2022 research into technology use across the UK has shown that
nearly all 13 — 15-year-olds (98%) have their own phone. For most of these
young people, they were given their phones around the start of secondary
school, between the ages of 9 and 11 (91%).

If you are considering getting your child their first phone, there are lots of
factors to consider. Checklist’ is a great, easy to
understand resource that takes you through the process of choosing the right
time, setting it up and supporting your child.

videos are a great place to start conversations
around new devices, digital wellbeing and online bullying.

The Mix

The Mix is a leading support service in the UK for young people
and offers free and practical advice on wide ranging issues.
The article on helps young
people understand what to watch out for and actions to

take to hopefully avoid being scammed online. O C h i I d n et

TikTok
Check out Parent Zone’s guide on TikTok which
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WhatsApp and BeReal
The NSPCC has published advice on two very popular apps
with children - WhatsApp and BeReal

WhatsApp is rated 16+ . The app allows you to send and receive
messages, as well as make voice and video calls. You can connect

with people individually or join group chats where lots of people can
contribute. The NSPCC advice will help you get to grips with the safety
tools available including setting privacy and location settings.

The risks of WhatsApp including unwanted contact, pressure to respond,
location sharing, inappropriate content, cyberbullying and oversharing are
explored

Explore the NSPCC WhatsApp advice

BeReal app is rated 12+. This is a popular image-sharing app where you can
post your own pictures as well as view other people’s. Users can only post
once a day and are only able to see their friends’ images if they have shared
their own.

At a different time every day, users receive an alert telling them it's “Time
to BeReal'. This gives them two minutes to take a picture, and post it on the
app. The NSPCC advice page looks at potential risks including the pressure
to share, location sharing, inappropriate content, oversharing and unwanted
contact. The advice page also offers top tips for staying safe.

Explore the NSPCC BeReal advice
What is YouTube Go Live Together?

YouTube have begun rolling out a new live streaming feature called ‘Go Live
Together'. A helpful guide from iINEQE outlines what the feature is, what the
risks are, and some top tips to help the children and young people in your
care stay safer if they choose to livestream on YouTube.

Read the iINEQE safeguarding Groups guide
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https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/2023-01-12-is-whatsapp-safe-for-my-child/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/is-bereal-safe-for-my-child/?utm_campaign=February_CSO-newletter&utm_content=BeReal%20Guide&utm_medium=email&utm_source=Adestra
https://ineqe.com/2023/03/09/what-is-youtube-go-live-together/?utm_campaign=Newsletter&utm_medium=email&_hsmi=249683244&_hsenc=p2ANqtz--Bcw2VSPCWjkX_9ayWVn_5JCTmT3gHq1LTETJS_rSj0k9qN1sCmP9t6BIS4pVytCxFuvODt3PoSDyl4XetEp8bLN2y1Vn3R3TtYHyeIQmGcNEV4gs&utm_content=249683244&utm_source=hs_email
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DEALING WITH SAFETY CONCERNS

: Inappropriate contact from an adult

The Child Exploitation and Online Protection Command (CEOP) helps

. keep children safe from online grooming. CEOP is part of the police service
. and sits within the National Crime Agency. If you suspect an adult is

. communicating with a child inappropriately, or a child is being sexually
abused online, you should report this to CEOP.

- Online hate content

Online content which incites hatred should be reported to True Vision at

¢ report-it.org.uk which covers the grounds of race, religion, disability, sexual
. orientation or gender. This content should also be reported directly to the

. platform on which it appears.

. Nude images of children online

. The report remove tool on the ChildLine website is for young people to

get help removing a nude image or video of them that has been shared, .
+ removed from the internet. There is a helpful video that explains how report :
. remove can help.
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. Online abuse and harmful content

. For forms of online abuse and harmful content, such as bullying, threats,

. or self-harm and suicide content, you can report this directly to the
platform where the abuse took place. This also includes content designed
. to impersonate someone else (e.g. creating a fake account pretending to

. be someone else) Report Harmful Content can walk you through the

. reporting process for many popular sites.

. If the content has remained online or the platform has not taken appropriate .
. action, you can report this to Report Harmful Content. They will look into

. theissue and ensure the correct processes have been followed and advise
you on what steps you can take next.



https://www.ceop.police.uk/safety-centre/
https://www.report-it.org.uk/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/
https://reportharmfulcontent.com/report/

The information in the newsletter is given to help promote the safety of children and young
people online.

Every care has been taken to ensure the information and any recommendations in the newsletter
are accurate at the time of publishing. Schools must make their own judgements when sharing
our recommendations with parents and carers and, where appropriate, always risk assess with
their pupils and whole school community in mind.

This newsletter is brought to you by the HFL Education Wellbeing team as part of their online
safety support for schools and settings in Hertfordshire. Contact the team at
wellbeing@hfleducation.org or call 01438 544464.

HFL Education is a leading national provider of school improvement and business support
services, training, and resources, which enable schools, educational settings and multi-academy
trusts to deliver a great education.

We support those we work with to achieve successful long-term outcomes for their children.

We believe that every young person, through access to a great education, should be able to
realise their potential, regardless of where they live, their background or circumstances.
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